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Al and Change Control Risk Assessment

Change control in pharmaceuticals is a formal, documented process for proposing, evaluating, approving
and implementing modifications to processes, systems, equipment, materials or documentation ' 2 .[Its
purpose is to ensure that any change does not negatively affect product quality, patient safety or regulatory
compliance. In regulated (GxP) environments, uncontrolled changes are a major risk: for example, over 30%
of FDA 483 inspection observations cite deficiencies in change control systems 3 . Change control
integrates closely with quality risk management (per ICH Q9) and validation activities. Changes must be
risk-assessed and, if critical, may trigger requalification or revalidation of equipment and processes. QA

(Quality Assurance) oversees the process to ensure documentation is complete, justified and compliant 4
5

Change controls are often classified by impact or severity. For example, major (critical) changes (e.g. new
equipment or altered process parameters) directly affect product quality or efficacy, moderate changes
have limited effect, and minor changes (like cosmetic document edits) carry low risk 6 7 . Other
categorizations include planned vs unplanned, permanent vs temporary, and by domain (process,
equipment, software, etc.). In practice, every change request must identify its type, describe the change,
and assess potential impacts on quality attributes, validation, regulatory filings and training needs 8 5 .

2. Change Control Lifecycle

A robust change-control system follows formal steps from initiation to closure. First, a Change Proposal is
submitted (often via a Change Request Form) that documents what is changing, why (justification), scope
and affected systems or products 8 . Next comes a Cross-Functional Impact Assessment, coordinated by
QA, in which subject-matter experts review the proposed change against processes, SOPs, equipment, and
regulatory commitments ° 5 . This identifies all downstream effects (e.g. affected batch record sections,
validation protocols, supplier specs, etc.). Then a Risk Assessment is performed (often using ICH Q9 tools
like FMEA or risk matrices) to estimate severity and probability of any adverse effects 10 11 .

Based on the impact and risk, Approvals are obtained from QA and relevant department heads (and
sometimes regulatory authorities). All approvals must be completed before implementation 12 13 . Once
approved, the Implementation phase executes the change according to a plan: revising procedures,
performing required testing, re-qualifying equipment, and retraining staff as needed 4 5 . After
implementation, QA conducts an Effectiveness Review/Verification to confirm the change achieved its
goals without unintended issues; any necessary re-validation or monitoring is completed 15 16 . Finally,
the change control is formally Closed, with all documentation archived and any follow-up actions assigned.

3. QA’s Role in Change Control

QA is deeply involved at every stage. QA ensures that each change request is complete - with a clear
description, rationale, and list of affected items (documents, systems, training) 5 . QA typically coordinates
the cross-functional team for impact analysis and risk evaluation 9 4 . QA reviews and challenges the risk
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assessment to ensure it is justified by data. During approval, QA provides quality oversight and final sign-
off, liaising with Regulatory Affairs if filings are needed. QA also ensures that any changes requiring re-
validation trigger the appropriate protocols 17 10 , and that all affected SOPs, batch records and training
curricula are updated. In implementation and review, QA verifies that the change was executed properly
and that outcomes meet specifications 17 18 . In short, QA acts as the guardian of compliance, verifying
completeness of risk analysis, documentation and follow-through 4 5 .

4. Common Change Control Issues

Even with procedures in place, companies often see gaps in practice. Some frequent problems include:

+ Incomplete impact assessment: Key dependencies are overlooked. For example, a change in
equipment might miss related SOPs or stability studies. Al scanning of documents can help mitigate
this, but if done manually many facilities “minimize validation or regulatory impact” and assume no
consequences 19 .

+ Insufficient stakeholder involvement: Failure to involve all affected functions (QA, Engineering,
Validation, Regulatory, etc.) can miss critical views. A pitfall is “initiating changes without quality
oversight” 12 or implementing before full review 12 .

* Weak risk justification: Risk scores may be applied superficially. For instance, low-risk changes
might lack documented analysis, or high-risk changes may be downplayed without evidence.
Defensible, science-based rationale is required by GMP.

* Premature implementation: In some cases, changes slip into production before all approvals or
validations are complete (a repeat FDA finding). QA must enforce the “no workarounds” rule.

* Missed downstream effects: Changes not linked into controlled documents and training can slip
through. For example, updating an instrument might require retraining operators and revising
procedure manuals; forgetting these steps is a common oversight 18 .

* Poor linkage to validation/training: Changes should automatically flag needed requalification or
re-training. If the change-control record fails to trigger these, it breaks the closed-loop quality

system. Regulators often note when changes proceed in isolation from re-validation or retraining
18

In practice, inspectors often find change-control records that lack evidence of thorough impact analysis or
effectiveness checks. By contrast, best-practice systems rigorously document the why, what and proof of
each change 5 20 (e.g. linking CAPAs, deviations and changes, and requiring outcomes be confirmed).

5. AI Opportunities in Change Control

Modern AI and machine-learning tools can help address many of these challenges. Key possibilities include:

+ Historical comparison: Al can compare a new change request with past changes in the
database, surfacing similar cases. NLP and embedding models can find analogues and highlight
their outcomes. For example, an AI might retrieve five previous filter-change requests and note that
each triggered certain risk items (e.g. pressure tests, integrity checks) 11 21 .

« Impact mapping: Al algorithms can scan across enterprise systems to map connected elements.
NLP-driven search can find SOPs, equipment qualifications, validation protocols, training courses,
audit reports and other documents that reference the changed item 22 . As one case study showed,
AI automatically flagged 12 SOPs, 2 calibration procedures, 4 validation protocols and 3 training
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curricula affected by a proposed filter change 23 . This greatly reduces manual effort and risk of

missing a hidden dependency.
* Risk scoring & prioritization: Machine learning models can help score and rank change requests
by predicted risk or impact. By incorporating factors like product criticality, regulatory categories,
and historical approval requirements, Al can flag high-risk changes for senior review 24 . It can even
predict implementation timelines by learning from past throughput data. This ensures scarce
resources focus on the most critical changes first.
Affected records identification: Instead of manual searches, Al can highlight all affected records
(documents, trainings, equipment specs, etc.) in real time. For example, after logging a CR, an Al
system could list every batch record or procedure referencing the change, prompting follow-up. In
the filter example above, the Al pre-populated a draft risk assessment listing likely affected SOPs,
test methods and validation protocols 25 .
Summarization of past changes: Al can summarize previous change histories. Rather than
reading dozens of old change forms, a user could ask an Al to condense relevant lessons from them,
aiding rationale drafting. Similarly, AI can draft or suggest language for change descriptions and
rationales based on learned examples.
Predictive risk alerts: Advanced Al could flag potentially high-risk changes early. For instance, if
a proposed change involves a life-saving drug, the system might alert that the regulatory reporting
category is higher. In a case study, Al predicted a new filter change would need a European post-
approval notification and a U.S. annual report, drafting a regulatory-impact summary in minutes 26 .
Action plan suggestions: Some prototypes have shown Al recommending implementation steps
and timelines. By using semantic embeddings (e.g. BERT) and generative models (like LLaMA 3), a
system can propose detailed action plans. For example, one model generated a structured
implementation plan with time estimates based on matching past cases 27 .
Document intelligence: More generally, Al-powered document-analysis tools (Google/Azure
Document AL, IBM Watson, etc.) can extract metadata and classify the content of SOPs, validation
reports, and regulatory texts. This “structured document intelligence” makes it easier to update links
and ensure consistency across the change-control record.

Together, these AI functions can dramatically speed up impact assessment and risk analysis, turning a
reactive process into a more predictive, data-driven one. They do not make decisions, but they surface
relevant information and analytics so human experts can make better judgments. In one report,
incorporating Al into change-control reduced the processing time of a change request from 8 weeks to
about 6 weeks while improving completeness 25 28 .

6. AI Risks and Compliance Concerns

While Al can assist, it also raises new concerns in a GMP context:

+ Incorrect predictions: Al models may miss nuances of specific processes. If training data are
incomplete or outdated, AI might under- or over-estimate impact. For example, a model not trained
on a rare batch-record format might fail to flag it. Blind trust in Al scores or mappings could let a
critical effect slip through.

+ Missing tacit knowledge: Some change impacts depend on unwritten know-how (operators'
informal practices, site-specific variations). Al trained on documents will not see these implicit
factors.
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* Poor training data: Al outputs are only as good as their data. Biased or dirty data (e.g. inconsistent
labeling of similar changes) can skew results. If an Al is fed only positive outcomes, it may
underestimate risk. Ensuring comprehensive, high-quality change-control archives is essential.

+ Explainability and “black boxes": Regulators emphasize transparency. They ask: “If Al supports a
quality decision, how do you ensure it is validated, explainable, and documented?” 29 . An Al
recommendation (e.g. a risk score) must be auditable and interpretable. A purely “black-box” model
that cannot justify its reasoning poses a compliance problem 30 .

+ Validation requirements: Al tools themselves must be treated as computerized systems under
GMP. They must be qualified/validated like any software (with documented testing and version
control) 31 29 . As one guidance notes, “all Al tools [should be] thoroughly validated” with
governance and explainability as mandatory requirements 31 .

+ Data integrity and security: Any use of Al (especially cloud-based LLMs) must respect data integrity
rules (e.g. 21 CFR Part 11). Sensitive data (proprietary process info) may need to stay on secure
infrastructure. Audit trails of Al inputs/outputs should be maintained.

* Regulatory scrutiny: Upcoming regulations (like the EU Al Act) may classify certain Al tools as high-
risk. Any automated change-risk scoring algorithm could itself fall under regulation. Quality systems
must ensure human oversight: no Al output should be considered final without QA review.

* False authority: If users treat Al recommendations as definitive, it can undermine human judgment.
AI outputs must remain advisory, not prescriptive. Organizations should train staff to understand Al
limitations.

In short, Al in change control must be implemented with strong governance: documented logic, validation,

monitoring for drift, and human-in-the-loop checks 29

30 . When properly controlled, Al can reduce

human error and increase traceability, but it must not erode compliance or human responsibility.

7. Top AI Tools for Change Impact and Risk Analysis
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These examples illustrate different approaches. In practice, many teams will use multiple tools. For
instance, using GPT-4 (via Azure's secure OpenAl Service) for initial drafting and Google/Azure Document Al
to find impacted text, all within the framework of an existing validated QMS. No single tool covers
everything, so integration and human oversight are key.

8. Practical Guidance and Conclusion

Al offers powerful support for change control but must augment—not replace—human judgment. In
practice, QA and SMEs should use Al as an aid: e.g. reviewing Al-identified impacts and risk scores critically,
not just accepting them. All Al outputs (recommendations, summaries, risk scores) should be verified by
humans and documented. Al can help find hidden links and speed routine analysis, but any final decision
remains with qualified personnel.



Regulators are clear that automation does not lessen oversight: “If Al makes or supports a quality decision,
how do you ensure it is validated, explainable, and documented?” 29 . Companies must treat Al tools as
part of their quality system - validating algorithms, monitoring performance, and retaining audit trails of
how Al influenced the decision. When implemented with proper governance, Al can reduce cycle times, cut
human error and improve insight. As one analysis concluded, integrating Al into change-control can make
quality decisions faster and more data-driven while maintaining GMP compliance 32 16 .

In summary, Al can automate impact mapping, risk-scoring and data retrieval to support change control.
But it cannot substitute for QA oversight, nor absolve the organization from rigorous risk management.
Sound use of Al means leveraging its strengths (pattern recognition, speed, recall of historical data) under
the guidance of experienced quality professionals, who must ensure that every change remains fully
traceable, justified and aligned with patient-safety priorities 29 16 .

Sources: Authoritative industry and regulatory guidance, recent life sciences quality articles, and Al-in-
pharma analyses were reviewed. Key information is cited above from reputable quality management
publications ' 2 11 16,
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