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Al and Data Integrity: Enforcing ALCOA+ in
Pharmaceutical Systems

Data integrity foundations in pharmaceutical GxP environments

Data integrity in pharmaceutical and other GxP environments is fundamentally about whether data can be
trusted—that it was generated, recorded, reviewed, and retained in a way that supports sound quality
decisions and allows regulators (and the company) to reconstruct what actually happened. The World
Health Organization ' defines data in a GMP context broadly to include original records and true copies
(including metadata) that allow full reconstruction and evaluation of the GMP activity, and emphasizes that
data should be accurately recorded by permanent means at the time of the activity. 2

Regulators emphasize data integrity heavily because the pharmaceutical quality system—and the batch
release and quality decisions made within it—depend on reliable records. The U.S. Food and Drug
Administration 3 (FDA) states that the purpose of its CGMP data integrity Q&A guidance is to clarify the
role of data integrity in drug CGMP and notes it was developed in response to an increase in findings of
data integrity lapses during inspections, underscoring the central regulatory expectation that data be
reliable and accurate. 4 The European Medicines Agency > (EMA) similarly characterizes data integrity
as a fundamental requirement of the pharmaceutical quality system in EU GMP Chapter 1 and applies it to
both paper and electronic systems. 6

The consequences of poor data integrity are both patient-safety and business-critical. When data cannot be
trusted, regulators treat this not as a “documentation problem” but as a quality system problem, because
quality oversight may be making decisions on incomplete, altered, or selectively reported information. FDA
warning letters illustrate this connection directly—for example, a 2025 warning letter describes admitted
falsification of temperature data and preparation of a “backdated calculation sheet,” and FDA then requires
a risk assessment of potential effects on drug quality and risks to patients. 7 Regulators also commonly
link data integrity deficiencies to escalated actions (e.g., import alerts and restrictions), as FDA explicitly
notes in the same warning letter. 7

A practical takeaway for QA teams is that data integrity is not confined to “IT controls” or “the lab.” It is a
lifecycle and governance obligation across people, procedures, and systems. The Medicines and Healthcare
products Regulatory Agency & (MHRA) states that the purpose of regulatory requirements remains having
confidence in the quality and integrity of generated data (to ensure patient safety and product quality) and
being able to reconstruct activities, and it frames data governance as a risk-based system of control. 9
The Pharmaceutical Inspection Co-operation Scheme 10 (PIC/S) similarly emphasizes controls over the data
lifecycle and expects risk-based approaches that support both routine verification and broader self-
inspection to assure controls are operating as intended. 11
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ALCOA and ALCOA+ principles and how they apply across pharma
systems

ALCOA is the well-established acronym for Attributable, Legible, Contemporaneous, Original, Accurate.
ALCOA+ adds emphasis on Complete, Consistent, Enduring, Available across the data lifecycle. MHRA
explicitly defines ALCOA and the “+" attributes, and notes there is no difference in expectations—
governance should ensure data is complete, consistent, enduring, and available throughout the lifecycle.

9 The WHO guideline similarly defines ALCOA+ and emphasizes the “+" attributes throughout the record
retention period. 2

Attributable

Attributable means you can identify who performed an action, generated data, made a change, or
approved a record, with appropriate traceability to the individual. 12 In practice, this is supported by
unique credentials, role-based access, and audit trails that capture user identity and actions. FDA's data
integrity guidance clarifies that shared login credentials prevent identification of a unique individual and
therefore do not conform to CGMP requirements where actions must be attributable; it allows read-only
shared accounts only for viewing where no data modification is possible. 13

Legible

Legible means data can be read and understood now and through the retention period—whether paper,
electronic, or hybrid—so that reviewers and inspectors can interpret it correctly. 14 In computerized
systems, EU GMP Annex 11 requires stored data to be checked for accessibility and readability and ensures
access to data throughout retention. 15

Contemporaneous

Contemporaneous means data is recorded at the time of performance, not reconstructed later. 16 This is
strongly aligned with U.S. CGMP expectations: 21 CFR 211.100(b) requires written procedures be followed
and that deviations be recorded and justified, while FDA's guidance reiterates that CGMP-compliant
recordkeeping ensures activities are documented at the time of performance. 17 Warning-letter evidence
shows regulators treat backdating as serious misconduct (e.g., admission of creating a “backdated
calculation sheet”). 7

Original

Original means the data is retained in the form it was initially generated (or as a verified true copy that
preserves content, meaning, and associated metadata). 18 FDA distinguishes “static” outputs (like
printouts) from “dynamic” electronic records (where reprocessing or changes are possible) and explains that
a static record may not preserve the complete original record for dynamic data; it also stresses preserving
associated metadata needed to reconstruct the CGMP activity. 3 EU GMP Annex 11 similarly requires that
printouts supporting batch release indicate if data has changed since original entry, and it expects audit
trails for GMP-relevant changes/deletions. 15
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Accurate

Accurate means data truthfully reflects what happened and what was measured, without manipulation,
selective reporting, or uncontrolled corrections. 12 FDA warning letters show the accuracy dimension in
enforcement terms: falsified equipment temperature records undermine CGMP records and trigger
requirements for comprehensive remediation and patient-risk assessment. 7

Complete

Complete means all required data—including relevant metadata and audit trails—exists and is retained so
the record set is not selectively curated. 18 U.S. CGMP explicitly requires completeness in core record
types: batch production and control records must include complete information relating to production and
control (21 CFR 211.188), and laboratory records must include complete data derived from all tests
necessary to assure compliance with specifications (21 CFR 211.194). 19 FDA also states that data should
be maintained with all associated metadata required to reconstruct the CGMP activity, and that
relationships between data and metadata should be preserved securely and traceably. 13

Consistent

Consistent means records align across time, systems, and versions—timestamps, sequencing, terminology,
and results are coherent and can be reconciled. 20 PIC/S explicitly calls for review for consistency of

reported data/outcomes against raw entries as part of broader oversight of data governance measures.
11

Enduring

Enduring means records remain protected against deterioration, alteration, or deletion over the required
retention period and remain usable despite system changes. 2! In U.S. CGMP, 21 CFR 211.180 requires
records be retained and readily available for inspection during the retention period, providing the
regulatory basis for enduring, retrievable records. 22 WHO also defines archiving as long-term storage
and protection of records from being altered or deleted throughout the retention period, including
associated metadata such as audit trails and electronic signatures. 2

Available

Available means authorized reviewers and inspectors can retrieve the full record set when needed, in a
usable format. 23 EU GMP Annex 11 requires stored data be accessible and readable throughout
retention, and FDA emphasizes that CGMP records must be readily available for inspection within the
required retention period. 24

Application across manufacturing, laboratories, documentation/training, and hybrid
workflows

ALCOA+ applies across both manual and computerized activities. EMA explicitly states data integrity applies
equally to manual and electronic systems, and provides Q&As that connect ALCOA principles to EU GMP
references. 6 FDA similarly treats electronic data and its metadata (including audit trails) as CGMP records
when generated to satisfy CGMP requirements, and it rejects practices like recording on scrap paper that
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will be discarded after transcription. 13 MHRA and WHO both recognize hybrid systems as legitimate but
high-risk unless it is clearly documented what constitutes the whole dataset and controls ensure review and
retention of all elements. 25 PIC/S reinforces that hybrid systems may be used if they achieve equivalence
to an integrated audit trail approach and if procedures clearly govern review of both electronic and paper
components. 1

Common data integrity failure modes seen in real operations

Data integrity failures tend to repeat across companies because they arise from common vulnerabilities:
human incentives, workload pressure, weak procedural control, and system designs that allow poor
traceability. The FDA states its CGMP data integrity guidance was developed in response to increased
findings of data integrity lapses, and it identifies multiple risk points tied to controls, retention, and review.

4 MHRA and PIC/S similarly frame DI failures as recurring inspection findings that can lead to regulatory
action and require risk-based governance responses. 26

Backdating and falsification

Backdating is a direct attack on contemporaneous recording and attribution. A clear example is FDA's 2025
warning letter describing admitted falsification of temperature data and the preparation of a “backdated
calculation sheet” presented to investigators, which FDA treats as failure to record quality-related activities
at the time performed. 7

Unofficial records and discarded “temporary” notes

Unofficial records include uncontrolled notebooks, loose papers, shadow spreadsheets, and unissued
worksheets used to capture data before transferring it into an “official” record. FDA explicitly states it is not
acceptable to record data on pieces of paper that will be discarded after transcription to a permanent
record, and it discusses controlling blank forms (including electronic worksheets) through document control
mechanisms. 13 EMA also provides specific expectations for controlling template (blank) forms to prevent
unauthorized recreation of GMP data, including version control and controlled distribution. 6

Missing audit trail review and weak visibility of changes

For electronic systems, audit trail review is a recurring regulator emphasis. FDA recommends that personnel
responsible for CGMP record review also review the audit trails capturing changes to the data associated
with the record and discusses frequency expectations tied to CGMP review timing (e.g., batch release). 13

EU GMP Annex 11 requires audit trails be available, intelligible, and regularly reviewed. 15 PIC/S adds that
audit trail review should be part of routine data review within the approval process, should be documented,
and significant variations should be investigated and recorded. 11

Shared logins and excessive administrator privileges

Shared logins undermine attribution and accountability. FDA explicitly states that when login credentials are
shared, unique individuals cannot be identified and the system would not conform to CGMP requirements
for attributable actions; it notes that while shared read-only accounts can be acceptable for viewing, they do
not conform for actions requiring attribution. 13 Warning letters show the operational manifestation: FDA
has required firms to implement unique usernames/passwords, robust audit trail procedures, and improved
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computerized system security controls after observing the absence of restricted access and vulnerabilities
that could allow alteration or deletion of laboratory data. 27

Incomplete records and selective exclusion of data

Completeness failures include missing failed runs, missing aborted injections, missing negatives, or missing
raw data packages. FDA stresses that invalidating test results requires valid, documented, scientifically
sound justification and that data generated to fulfil CGMP requirements include relevant metadata
required to reconstruct the activity. 13 EMA similarly warns that review based solely on printouts risks
excluding records that may contain uninvestigated OOS data or anomalies and stresses review of raw
electronic data to detect deletion/amendment/duplication/fabrication. 6

Transcription errors, overwritten data, and uncontrolled reprocessing

Transcription and reprocessing risks are amplified in dynamic electronic records (e.g., chromatography) and
in hybrid workflows. FDA describes dynamic records as those permitting user interaction and reprocessing
(e.g., changing baselines in chromatographic records) and states changes should be documented in an
audit trail; it also emphasizes saving data to durable media at defined points rather than only at the end of
a sequence. 13 PIC/S expects controls and procedures for amendments or reprocessing, with formal
approval and review of changes, and it emphasizes that audit trail functionality should be enabled and
locked so it cannot be deactivated without detection. 1

QA responsibilities and governance mechanisms that sustain
ALCOA+

While data integrity has technical dimensions, regulators repeatedly frame it as a governance and culture
responsibility. MHRA states the organizational culture should ensure data is complete, consistent, and
accurate in all forms (paper and electronic) and expects a documented system providing an acceptable state
of control based on data integrity risk. 2 EMA similarly emphasizes senior management responsibility for
promoting quality culture and implementing organizational and technical measures to ensure data
integrity, with resource commensurate with risk. 6

From a QA operations perspective, core responsibilities typically include:

Procedural control is central. FDA's guidance provides specific examples of document control practices (e.g.,
controlled notebooks/forms, reconciling issued forms, retaining incomplete/erroneous forms with
justification) and ties them to CGMP expectations for complete records. '3 EMA likewise describes controls
for template forms (unique reference, version control, distribution controls) and links them to controlling
unauthorized recreation of GMP data. 6

System control and oversight are equally essential. 21 CFR 211.68(b) requires appropriate controls over
computer or related systems and requires maintaining a backup file of data entered into the computer or
related system, reinforcing technical expectations for preventing loss or alteration. 28 FDAs guidance
explains that backup files should contain data and associated metadata and that temporary backups do not
satisfy the CGMP backup requirement, which directly affects how QA evaluates IT backup/restore practices
for GMP systems. 13
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Review practices and audit trail review are inspection-visible QA controls. FDA provides explicit expectations
for who should review audit trails, how often, and the principle that audit trail review is similar to reviewing
cross-outs on paper records. '3 PIC/S and EU GMP Annex 11 reinforce regular audit trail review and
documented procedures with investigation of discrepancies. 29

Investigations and CAPA are required when data integrity weaknesses are found. MHRA expects that when
weaknesses are identified, companies implement appropriate CAPA across relevant activities and systems
rather than in isolation, and it references notification to regulators where significant incidents are identified.

9 FDA warning letters illustrate this governance expectation by requiring comprehensive investigations
into the extent of inaccuracies and remediation strategies that address global CAPA and patient-risk
assessment. 7

Al applications that can strengthen data integrity monitoring

Al can strengthen ALCOA+ when it is used to increase visibility, consistency, and speed of detection—
without replacing required human review, record approval, and investigation discipline. Regulators already
accept and, in some contexts, encourage the use of tools to make review more effective, but they expect
those tools to be controlled and reliable.

A key enabling concept is “review by exception.” PIC/S explicitly recognizes routine computerised system
data may be reviewed manually or by a validated “exception report,” and it ties this to risk-based samples of
logs and audit trails to ensure GMP-relevant information is reported accurately. ' EMA likewise states
that review by exception is permitted when scientifically justified and explicitly requires appropriate testing
and validation for the automated system and the output batch exception report. ¢ This is highly relevant
because many Al-based monitoring outputs are effectively “exception reports” generated by analytics.

Audit trail pattern analysis

What Al can do: ingest audit trail exports from systems (LIMS, CDS, MES, eBR, QMS), normalize events
(create/modify/delete, reprocessing, method changes, user role changes), and surface patterns such as
repeated reprocessing, clustered edits near release, or repeated admin actions. This aligns with regulator
expectations that audit trails facilitate reconstruction of history (“who, what, when, why"”) and that review
should detect deliberate or inadvertent changes to critical data. 30

What data it needs: time-stamped audit trail logs with user IDs, action types, object identifiers, timestamps
(ideally including time zone), and reason-for-change fields where implemented; plus system master data for
roles and permissions. 31

Human vs replacement: this should be assistive. Regulators still expect responsible personnel to review
records and audit trails and to document approvals and investigations; Al outputs are best used as
prioritization and triage. 32

False-alarm risks: high if the Al lacks context about legitimate rework, maintenance events, system
patching, or known workflows; this is why risk-based configuration and documented review procedures are
central in PIC/S and EU guidance. 33
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Anomaly detection in logs and unusual user behavior detection

What Al can do: build baselines for “normal” behavior (typical login hours, typical edit volumes, typical
admin actions), then flag deviations such as atypical after-hours edits, unusual failed logins, repeated
deletions, or logins from unusual endpoints. Such monitoring is conceptually aligned with data integrity risk
framing as vulnerability to deliberate or involuntary amendment/deletion/recreation and the importance of
increasing detectability. 34

What data it needs: security logs (authentication events), system logs (configuration changes, time
changes), audit trails (data edits), and identity data for user-role context; EU draft guidance explicitly
expects audit trails to capture manual user interactions and to capture “who, what, when, why.” 35

Human vs replacement: this is best as signal generation for QA/CSV/IT to assess, not as an automatic
determination of wrongdoing. PIC/S emphasizes documented procedures, peer review concepts, and
investigations for significant variations; those expectations imply human adjudication. 33

False-alarm risks: false positives become especially damaging in QA because they can look like allegations
against staff; governance must define escalation pathways and protect against “automated accusation.”
PIC/S explicitly stresses organizational behavior and a working environment focused on quality and open
reporting—overly punitive monitoring can backfire. 36

Data inconsistency flagging and record completeness screening

What AI can do: cross-check datasets for missing elements (missing attachments, missing signatures,
missing raw data package items), inconsistent timestamps, or mismatched sample IDs across LIMS <> CDS
< CoA. This supports ALCOA+ completeness and consistency demands described across FDA, WHO, and
EMA guidance. 37

What data it needs: structured exports or APIs from systems of record, mapping tables that define what
constitutes a “complete record set” for each workflow, and metadata (instrument IDs, run IDs, sample IDs).
FDA highlights metadata as contextual information needed to understand data and expects it to be retained
to reconstruct the CGMP activity. 13

Human vs replacement: should remain assistive; FDA and EMA emphasize the need for quality unit review of
records and scientifically sound justification for exclusions/invalidations. Al can speed detection of “gaps,”
but cannot justify them. 38

False-alarm risks: high if the Al is unaware of approved alternative workflows (validated deviations, planned
partial runs, approved retest protocols). The mitigation is to constrain Al checks to approved rules and to
treat exceptions as prompts for review, consistent with “review by exception” principles. 39

Exception trend analysis and cross-system outlier detection

What AI can do: trend audit trail exceptions, repeated deviations, repeated OOS invalidations, or repeated
“reprocess then pass” patterns across time and across systems. PIC/S expects quality system metrics
trending as potential indicators of data governance effectiveness, and EMA explicitly expects a risk-based
approach integrated with the PQS and quality risk management principles. 40
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What data it needs: high-quality, normalized event taxonomies and stable identifiers for equipment,
products, batches, methods, users, and roles; without normalization, trends are misleading. This is
consistent with FDA's emphasis on preserving data/metadata relationships and ensuring complete, accurate
reconstruction. 13

Human vs replacement: assistive, supporting management review and targeted audits; MHRA explicitly
states organizations are not expected to implement a forensic approach routinely, and should use periodic
audits to detect opportunities for failures. Al-driven trend monitoring can help focus those audits without
turning QA into a forensic function. 26

Risks and limitations of Al in data integrity workflows

Al introduces new classes of risk that must be controlled so the monitoring system itself does not
undermine data integrity, culture, and inspection defensibility. Cross-sector risk frameworks such as the
National Institute of Standards and Technology 4! (NIST) AI Risk Management Framework emphasize
governance and trustworthiness characteristics and provide a structured approach to identifying,
measuring, and managing Al risks across the lifecycle. 42 The NIST generative Al profile further highlights
distinct risks that are novel or exacerbated by generative Al, reinforcing the need for tailored controls when
generative components are used in quality contexts. 43

False accusations are a specific high-impact risk in data integrity monitoring. Al can flag anomalies that are
legitimate operational variation (maintenance activity, emergency access, validated rework), and if
organizations treat flags as evidence of misconduct, they can create a punitive culture that discourages
open reporting—directly conflicting with MHRA and PIC/S emphasis on organizational behavior and quality
culture. 26 A controlled approach should treat AI outputs as leads, not conclusions, aligning with

regulator expectations that significant variations be investigated and recorded with documented rationale.
44

Over-reliance on algorithmic flags can also degrade compliance if it replaces required record review and
audit trail review discipline. Regulators explicitly expect audit trail review to be part of routine record review
and approval processes, with defined frequency and documented evidence. 32 If Al is used, QA must
ensure the Al does not become an undocumented “shadow reviewer” whose logic is unknown or non-
reproducible. 38

Explainability is another operational constraint. Data integrity findings often require a clear story: what
happened, who did what, and why this violates procedures or expectations. EU's draft Annex 11
consultation text emphasizes audit trails capturing “who, what, when, why,” supports targeted review, and
encourages tools to help conduct audit trail reviews—yet it still expects documented procedures,
appropriate action, and investigations of significant variations. 35 AI tools that cannot provide a
reviewable rationale for why an event was flagged will be harder to defend during an inspection,
particularly if they influence batch release timing or quality decisions. 39

Privacy and confidentiality risks also rise because user behavior monitoring inherently involves personal
data and potentially sensitive manufacturing or laboratory information. Governance must define what
datasets can be used, where they are stored, and who can access outputs, consistent with the broader data
governance emphasis across WHO and MHRA guidance. 12


https://www.fda.gov/media/119267/download
https://assets.publishing.service.gov.uk/media/5aa2b9ede5274a3e391e37f3/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf
https://www.fda.gov/media/119267/download
https://nvlpubs.nist.gov/nistpubs/ai/nist.ai.100-1.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.600-1.pdf
https://assets.publishing.service.gov.uk/media/5aa2b9ede5274a3e391e37f3/MHRA_GxP_data_integrity_guide_March_edited_Final.pdf
https://picscheme.org/docview/4234
https://www.fda.gov/media/119267/download
https://www.fda.gov/media/119267/download
https://health.ec.europa.eu/document/download/40231f18-e564-4043-94de-c031f813d38b_en?filename=mp_vol4_chap4_annex11_consultation_guideline_en.pdf
https://www.ema.europa.eu/en/human-regulatory-overview/research-development/compliance-research-development/good-manufacturing-practice/guidance-good-manufacturing-practice-good-distribution-practice-questions-answers
https://cdn.who.int/media/docs/default-source/medicines/norms-and-standards/guidelines/inspections/trs1033-annex4-guideline-on-data-integrity.pdf?download=true&sfvrsn=6218a4e6_4

Validation and change management are persistent challenges. If Al outputs become part of routine
decision-making—especially as “exception reports"—regulators expect those outputs and the systems
producing them to be tested/validated to ensure they meet business and regulatory requirements. EMA
explicitly requires appropriate testing and validation for automated exception reporting systems. 6 PIC/S
similarly references validated exception reports as acceptable mechanisms for audit trail/log review,
implying validation is necessary when automation replaces manual review steps. 11

Regulatory and inspection perspective on Al-based monitoring

Regulators are unlikely to object to AI monitoring simply because it is AL the likely inspection focus is
whether the company overclaims capability or uses Al outputs as substitutes for required controls. FDA's Al
in drug manufacturing discussion paper recognizes Al applications across manufacturing operations and
highlights the need to consider how AI fits within existing regulatory frameworks, reinforcing the
expectation that governance and control must be maintained. 45

In inspections, Al monitoring outputs will most defensibly be framed as supporting signals that enhance
detectability and focus human review, not as primary evidence replacing review requirements. This aligns
with existing regulatory structures: FDA expects audit trail review as part of record review and provides
frequency logic tied to CGMP timing; EU GMP Annex 11 requires audit trails to be regularly reviewed; PIC/S
expects audit trail review to be part of routine data review and expects documented evidence of review and
investigation of discrepancies. 46

Documentation and controls that will likely be expected if Al is used include a defined intended use, data
sources, governance boundaries, and operating procedures. EMA explicitly notes there is no requirement
for a single “data integrity procedure,” but it may be beneficial to provide a summary document outlining
the organization's approach to data governance—an approach that maps well to documenting Al
monitoring as part of a broader governance system. 6 MHRA similarly expects a documented system of
control with supporting rationale based on data integrity risk assessment and warns against assuming the
use of a validated system eliminates integrity risk when human intervention remains.

Companies should avoid overclaiming Al capability—especially phrasing like “Al ensures compliance” or “Al
proves no manipulation occurred.” Regulators expect companies to design processes so data cannot be
modified without a record of modification and to ensure review and investigation of anomalies. Al can help
detect and prioritize, but it does not eliminate the need for audit trails, constrained permissions, and
procedural discipline. 47

Al tools that can support data integrity monitoring in practice

Most pharma QA teams will not buy “a data integrity Al tool” as a single product. Instead, the realistic
pattern is that organizations adopt (or leverage existing) log analytics / SIEM / observability platforms
with machine learning and Al-assistant functionality, then integrate GxP system audit trails into those
platforms under controlled governance. This aligns with PIC/S and EMA acceptance of validated “exception
reporting” and tool-assisted review when properly controlled. 48
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Cisco 49 Splunk

What it does: Splunk’s platform aggregates logs and audit events for search, correlation, alerting, and
analytics; Splunk offers ML-driven anomaly detection capabilities (including anomaly detection commands
and supported ML tooling) and behavior analytics approaches for detecting deviations in user/entity
behavior. 50

Strongest data integrity use case: centralized monitoring for audit trail anomalies and suspicious activity
patterns across multiple systems (e.g., repeated deletions, unusual admin actions, unusual failed logins,
repeated reprocessing patterns) as a “review by exception” accelerator. 51

Strengths: mature log aggregation and search capabilities; documented anomaly detection approaches;
UEBA-style behavior baselining aligns with “unusual user behavior detection” scenarios. 52

Weaknesses: strong signal capability does not guarantee correct interpretation; without QA-defined rules of
use, anomaly flags can become noise or be misused as “evidence of wrongdoing.” 36

Compliance fit: strong if positioned as an adjunct monitoring layer whose outputs are treated as leads and
are governed by controlled procedures and validation where used as exception reporting. 40

Explainability: moderate; anomaly detection approaches can provide measurable outputs (baselines,
frequencies), but human review is still needed to translate alerts into quality-relevant conclusions. 53

Likely implementation effort: medium to high, because value depends on integration (connecting GxP audit
trails, identity data, and system context) and tuning to reduce false positives. 40

Microsoft ¢ Microsoft Sentinel with Security Copilot

What it does: Microsoft Sentinel is a cloud-native SIEM that includes UEBA features using machine learning
to build behavioral profiles and detect anomalies; Microsoft Security Copilot can integrate with Sentinel to
help analyze incidents and generate hunting queries. 55

Strongest data integrity use case: detection of account misuse, unusual access patterns, and cross-
environment anomalies where identity controls and authentication logs are central—particularly useful for
attribution (Attributable) and for detecting potentially unauthorized access that could enable data
manipulation. 56

Strengths: strong identity-centric telemetry and anomaly detection framing; Copilot integration supports
faster investigation narratives and query generation, which can improve consistency and reduce manual

triage time. 57

Weaknesses: QA relevance depends on whether GxP systems' audit trails and logs are routed into Sentinel;
otherwise, it becomes a security-only tool and misses the GxP data-layer signals. 39
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Compliance fit: strong when documented as a monitoring tool whose outputs are investigated and do not
replace audit trail review requirements; EMA and PIC/S’ “review by exception” validation expectations are
directly relevant if Sentinel outputs are used as exception reports. 58

Explainability: moderate; UEBA provides anomaly signals relative to baselines, and Copilot provides
narrative assistance, but both require controlled human verification and documented follow-up to be
inspection-defensible. 59

Likely implementation effort: medium to high, typically requiring cross-functional QA/IT/CSV/security
collaboration and careful scoping of what alerts mean in GMP context. 60

Elastic ¢ Elastic Security with machine learning and AI Assistant

What it does: Elastic provides machine learning anomaly detection capabilities in its stack, including prebuilt
anomaly detection jobs in Elastic Security and broader anomaly detection tooling; it also offers an Elastic Al
Assistant for Security to support tasks such as alert investigation and query generation. 62

Strongest data integrity use case: anomaly detection over log streams (system logs, audit trails, network/
endpoint signals) combined with faster triage through built-in ML jobs and assisted query generation—
useful for spotting unusual patterns that could indicate data manipulation opportunities. 63

Strengths: strong ML anomaly detection documentation and prebuilt jobs; flexible architecture for
organizations that want more control over data pipelines and analytics logic. 64

Weaknesses: requires careful design to ensure QA can interpret signals; Al assistant features may involve
third-party generative Al providers depending on configuration, raising governance needs for data privacy
and controlled use. 65

Compliance fit: strong when used as a validated exception reporting and monitoring layer that feeds
documented human review and investigation, consistent with EMA/PIC/S expectations for tool-assisted

review. 39

Explainability: moderate; ML jobs can be inspected and tuned, but “why this matters for GMP" still requires
QA-led narrative and context. 66

Likely implementation effort: medium to high; integration and taxonomy building are the main workload
drivers, not the Al feature itself. 47
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The key regulatory constraint that applies to all three is that if outputs are used as automated “exception
reports” that focus or replace portions of record review, EMA and PIC/S expect appropriate testing/

validation of the automated system output and documented procedures governing review and follow-up.
67

Practical guidance for QA teams on strengthening ALCOA+ with Al

Al can genuinely strengthen data integrity when it is treated as a visibility amplifier—making it harder for
improper changes to go unnoticed and easier for reviewers to focus on the highest-risk records—while
leaving the regulated decisions and approvals with accountable humans.

Where AI can help today with relatively lower compliance risk is in producing controlled, validated
“exception reporting” and prioritization signals. This is consistent with regulator acceptance of risk-based
review by exception when scientifically justified and properly validated, and with explicit encouragement
that tools can help conduct audit trail reviews (in EU draft guidance and in practice expectations). 67 A
high-value early use is Al-assisted audit trail triage that flags “review these items first,” while QA still reviews
the underlying audit trail and documents conclusions consistent with FDA and PIC/S expectations. 47

Where caution is necessary is any use that shifts Al from “signal” toward “evidence.” Regulators consistently
require that original data and associated metadata be retained, reviewed, and investigated where
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discrepancies exist; Al summaries cannot replace the underlying record set or the documented review. 68
Similarly, in environments with known data integrity pressure points (shared logins, weak access controls,
uncontrolled forms), AL monitoring should not be used as a substitute for basic remedial controls; FDA and
EU expectations emphasize unique attribution, restricted access, controlled documentation, and audit trail
review as foundational. €9

Procedural controls still matter more than technology for many failure modes. FDA explicitly highlights
governance mechanisms such as control of blank forms and prohibition of discarded temporary notes, and
it reinforces that recording at time of performance is an expectation; no Al layer can compensate for a
workflow that structurally encourages unofficial records and transcription. 70 MHRA and WHO emphasize
that organizations must design the environment (people, procedures, systems) to support integrity and that
risk-based governance should determine where controls and review effort are applied. 25

A defensible operating model for QA is therefore:

Define the official record set and lifecycle controls first, especially in hybrid workflows, as MHRA and WHO
require clear definition of what constitutes the whole dataset and consistent review/retention across
formats. 25

Implement baseline technical controls (unique accounts, restricted admin rights, audit trails enabled/
locked, backup and restoration for data and metadata), reflecting FDA CGMP guidance, EU Annex 11, and
PIC/S expectations. 46

Use Al as an exception-reporting and prioritization engine under documented procedures, validating
outputs where they are relied upon, consistent with EMA and PIC/S positions on automated exception
reporting and log/audit trail review. 39

Maintain a “no automated accusation” principle: Al flags trigger review, not conclusions about misconduct,
consistent with regulator emphasis on culture, governance, and documented investigations of significant
variations. 26

17 Tyche Industries Ltd - 693081 - 02/06/2025 | FDA
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/warning-letters/tyche-industries-
[td-693081-02062025

2 12 14 16 18 20 21 23 30 https://cdn.who.int/media/docs/default-source/medicines/norms-and-
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download=true&sfvrsn=6218a4e6_4
https://cdn.who.int/media/docs/default-source/medicines/norms-and-standards/guidelines/inspections/trs1033-annex4-
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3 6 34 39 54 58 67 https://www.ema.europa.eu/en/human-regulatory-overview/research-
development/compliance-research-development/good-manufacturing-practice/guidance-good-
manufacturing-practice-good-distribution-practice-questions-answers
https://www.ema.europa.eu/en/human-regulatory-overview/research-development/compliance-research-development/good-
manufacturing-practice/guidance-good-manufacturing-practice-good-distribution-practice-questions-answers
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